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LEGAL REGULATION OF ARTIFICIAL
INTELLIGENCE APPLICATION IN ANTI-MONEY LAUNDERING:
ANALYSIS OF INTERNATIONAL EXPERIENCE

The article presents a comprehensive examination of the legal aspects of artificial intelligence (Al) applications
in anti-money laundering (AML) and counter-terrorism financing (CTF), drawing on an analysis of international
experiences in legal regulation. Special attention is paid to the transformation of public perception of the problem
following high-profile information leaks - the Panama Papers (2016) and Paradise Papers (2017), which became
catalysts for the transition from relative tolerance of asset concealment schemes to active international counteraction
to financial crimes. It has been proven that traditional financial monitoring methods are unable to effectively process
millions of daily transactions, which necessitates the implementation of cutting-edge Al technologies, including machine
learning algorithms (MLA), deep neural networks, and predictive analytics tools. The legal nature of Al in the financial
context and its specific applications in AML monitoring systems are revealed. The evolution from an instrumental
understanding of computer programs to the recognition of the special status of autonomous decision-making systems is
traced. It is established that Al's ability to self-learn and form unpredictable conclusions creates new legal challenges,
particularly regarding the attribution of responsibility, which are resolved through the distribution of obligations
between technology developers and users.

International approaches to Al regulation in the AML/CFT sphere are analyzed. FATF recommendations that
establish risk-based approach principles are examined. The European model based on the EU Al Act, which came into
force on August 1, 2024, and classified AML systems as high-risk, is studied. The American model, characterized by
fexibility through Financial Crimes Enforcement Network (FinCEN) initiatives, as well as regional practices, including
initiatives by the Monetary Authority of Singapore and the Financial Conduct Authority of the United Kingdom, is
characterized. Two dominant approaches are identified: the European (comprehensive and normatively detailed) and the
American (more adaptive and practically oriented). It is concluded that the key problem remains the lack of international
harmonization of legal standards, which creates fragmentation of the regulatory environment and complicates operations
conducted by transnational financial institutions. The rationale for establishing unified principles at the global level
through the activities of international organizations is argued, which will allow ensuring a balance between innovation
and legal certainty in the field of Al application. Proposals for improving the legislative regulation of this sphere in
Ukraine are substantiated, taking into account European standards and contemporary technological challenges.

Keywords: artificial intelligence, anti-money laundering, AML systems, corruption, financial monitoring, legal
regulation, EU Al Act, machine learning, regulatory supervision, algorithmic accountability.
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Ilpasoee pecyniosannsa 3acmocy8anna Wimy4uHozo inmenekmy y cpepi npomuoii 6iOMuUeanHI0 Kouwimie: ana-
i3 MIXICHAPOOHO20 00CBIOY

Y cmammi 30ilicneno xomnnexche 00CiOdiCeHHsI NPABOGUX ACNEKMIB BUKOPUCTNANHA WIMYYHO20 THMENeKNny
(LLI]) y cgpepi npomudii 8ioMuganmo Kowimis ma QHiHaAHCy8aAHHIO MEPOPUIMY HA OCHOBE AHANIZY MIJCHAPOOHOI NPAKMUKU
npasogozo pezyniosanis. Posenanymo mpancopmayiio cycniibH020 CHPUUHAMMA NPOOLeMu NiCA 2Y4HUX iHpopmayii-
Hux eumoxie — [lanamcokux ookymenmie (2016) ma «Paticoxux nanepiey» (2017), siki cmanu kamanizamopamu nepe-
X00Y 610 8IOHOCHOI MOIEPAHMHOCME 00 CXeM NPUXOBYBAHHS AKMUBIE 00 AKMUBHOT MIDICHAPOOHOI npomudii ¢inancosum
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snoyunam. [Josedeno, wo knacuuni cucmemu QIiHAHCO8020 KOHMPOIO HE MOJICYIMb HALEHCHUM YUHOM ONpaybo8yeamu
MITBUOHU UJOOCHHUX MPAH3AKYIL, WO 3YMOBULO 8RPO8addicel s HogimHuix mexnonoeiu LI, 30kpema aneopummie ma-
WUHHO20 HAGUAHHS, 2TUOUHHUX HEUPOHHUX MEPEeXNC Ma IHCMpYyMeHmie npeduxmuenoi ananimuxu. Poskpumo npaeogy
npupoody LI y ¢pinancosomy konmexcmi ma cneyugiky tioeo guxopucmawnus 6 cucmemax AML-monimopuney. Ilpo-
CMEdICEHO eBOMOYII0 Bi0 THCMPYMEHMANBHO20 PO3YMINHS KOMN TOMEPHUX NPOSPAM 00 6UBHAHHS OCOBIUBO20 CIMANYCY
A6MOHOMHUX Cucmem npuiinamms piuens. Bemanoeneno, wo 30amuicmu LIl 00 camonaguanns ma gopmyeanns ne-
nepedbayy8aHux BUCHOBKIE NOPOOIICYE HOBL NPABOBI BUKIIUKU, 30KPeMA w000 ampudyyii 8iOno8i0aibHOCMI, SIKI GUPIULY-
H0OMbCS WITIAXOM PO3NOOLTY 0008 SI3Ki8 MIdIC POPOOHUKAMU MA KOPUCHTY8AYAMU MEXHONO2I.

Ipoananizosano miocnapooui nioxoou oo peeymoeanns LI y cgpepi AML/CFT. Posensinymo pexomeHOayii
FATFE wo 3axpinmooms npunyunu pusuk-opieHmosano2o nioxooy. JJocuiodiceno egponeiicbky modens Ha ocHoei EU Al
Act, sikuti Habys wunnocmi 1 cepnus 2024 poxy ma eusnauue AML-cucmemu six gucoxopusukosi. Oxapaxmepu3oeano
AMEPUKAHCHKY MOOeb, WO BI03HAYacmvcs eHyukicmio 3as0sku iniyiamusam FinCEN, a makooic pecionanvhi npakmu-
Ku, 30kpema iniyiamusu Monemaproeo opeany Cineanypy ma Ynpaeninns ¢inarcosozo nHaznsdy Benuxoi Bpumanii.
Busigneno 06a dominyroui nioxoou: egponeiicokuti (KOMIIAEKCHUN [ HOPMAMUBHO 0emaniz08anull), ma amepukancokul (
Oinbw adanmueHull I NPAKMUYHO OpIEHMosanutl). 3pobieHo GUCHOBOK, WO KAIOYOB0K0 NPOOIEMOI0 3ATUUUAEMbCA 8I0-
CYmMHICMb MIJICHAPOOHOI 2apMOHI3aYil NPABOBUX CINAHOAPMIE, WO CIMBOPIOE PPaZMEHMayilo pecyisimopHo20 cepeoosu-
Wa ma yckaaoHe OIbHICIb MPAHCHAYIOHATLHUX IHAHCOBUX YCMAHO8. AP2YMEHMOBAHO OOYIIbHICHL QOPMYEAHHS
VHIQIKOBAHUX NPUHYUNIE HA 2N0OANbHOMY DIGHI uepe3 OisIbHICMb MIDCHAPOOHUX OPeaHizayill, uo 003601ums 3abe3-
neyumu OANAHC MIJC IHHOBAYIAMU MA NPABOBOI0 8U3HAYeHicmio Y cepi 3acmocysans LI Obrpynmosano nponosuyii
000 B0OCKOHANIEHHS 3AKOHO0ABH020 8Pe2YNI08anHts yici cpepu 6 Ykpaini 3 ypaxy8annam €8pONeicbKux cmanoapmie
Ma CyHACHUX MEXHONOIYHUX BUKIUKIG.

Knruoei cnosa: wmyunuii inmenexm, npomuois giomusannro kouwimis, AML-cucmemu, kopynyis, ginancosuil
Monimopune, npagose pezymosanns, EU Al Act, mawunne naguanms, pecyissmopruil Ha2isio, aneopummiyHa 6ionoei-
OanbHicmb.

Statement of the problem. The last decade has fundamentally changed public perception of corruption
and money laundering, transforming these phenomena from latent offenses into central issues of public policy and
lawmaking. Society no longer tolerates schemes for concealing assets and financial flows, which was particularly
vividly demonstrated by public reaction to the publication of the Panama Papers in 2016 [1] and the Paradise
Papers in 2017 [2]. The Panama Papers investigation allowed governments worldwide to recover over $1.2 billion,
but the true value of these revelations lies not so much in financial revenues as in the fundamental change in public
expectations regarding transparency of financial operations and government accountability [1].

Money laundering creates a necessary channel for legitimizing illegal proceeds from corruption, and
therefore becomes the subject of separate legal regulation in the AML sphere. Corruption and money laundering
exist in a complex symbiosis: the former creates illegal proceeds, the latter provides a mechanism for their
legitimization [3]. This interconnectedness determines the need for a comprehensive legal approach, where
effective detection of money laundering schemes becomes a tool for fighting corruption, not merely financial
crime. The public demand for justice has transformed into legal standards that require the state not simply to
declare a fight against corruption, but to create technologically advanced systems for its detection and prevention.

At the same time, traditional methods of detecting financial crimes have proven incapable of responding to
modern challenges. Financial institutions process millions of transactions daily, among which detecting suspicious
operations becomes an increasingly complex task. In this context, Al emerges as a revolutionary technology
capable of transforming approaches to AML through the application of MLA, neural networks, and predictive
analytics [4-6]. Al can analyze vast data arrays, identify hidden correlations, and predict potential risks with
accuracy unattainable by traditional methods [7-9].

This social transformation prompted legislators to adopt revolutionary decisions in the field of Al
regulation. The EU Al Act [10], which came into force on August 1, 2024, became the world’s first comprehensive
legal regulation of Al, directly affecting financial institutions and their AML systems. This landmark legislation
classifies Al systems by risk levels and establishes strict requirements for ensuring transparency, security, and
fairness. In parallel, the British regulator FCA published updates on Al in April 2024, outlining approaches to
applying the existing regulatory framework to Al [11]. The issue of legal regulation of Al in the AML sphere
has transformed from a futuristic concept into an urgent legislative necessity that requires immediate scientific
comprehension and practical resolution.

The state of research on the problem. The issue of legal regulation of Al applications in AML is at the
intersection of several scientific disciplines, which determines the interdisciplinary nature of research in this field.
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In foreign scientific literature, the problems of Al application in AML systems are studied primarily within
three main directions: technical aspects of implementing MLA for detecting suspicious transactions [12-14],
legal challenges of automated decision-making in the financial sector, and ethical issues of Al use in compliance
processes [15; 16]. Researchers pay particular attention to problems of ensuring transparency and explainability of
algorithmic decisions, as well as issues of responsibility for errors in automated systems [17; 18].

In domestic scientific literature, AML regulation issues were considered mainly in the context of
implementing European directives. Significant contributions to the study of legal foundations of financial
monitoring in Ukraine were made by scholars V. R. Bila, V. V. Bondarchuk, M. S. Utkina, V. S. Ponomarenko,
S. M. Kyrkach, I. V. Pleskun, O. I. Lozinska, and others, who analyzed the peculiarities of transposing EU AML
directives into national legislation and studied the risk-based approach in the AML system [19-21]. Theoretical
aspects of information technology application in legal regulation of financial activities also found reflection
in domestic research [22; 23], although these works did not address the specifics of Al. Individual aspects of
cybersecurity in the financial sector and protection of personal data in the financial sphere were also subjects of
scientific analysis [24; 25].

At the same time, it should be noted that specialized studies of legal regulation of Al application in AML
systems are practically absent in Ukrainian legal science, which emphasizes the novelty and relevance of the
chosen subject matter.

The research aims to provide a comprehensive analysis of the legal aspects of Al application in AML
systems based on international experience and to develop scientifically grounded proposals for improving the
legislative regulation of this sphere in Ukraine, taking into account European standards and contemporary
technological challenges.

Presentation of the main research material. The interpretation of the concept of Al in the financial
context requires consideration of specific aspects of its application in the AML prevention and counteraction
system. The European Al Act, which came into force on August 1, 2024, proposed a technologically neutral
definition, according to which an Al system is interpreted as a machine system capable of functioning autonomously
and adapting after deployment, generating results in the form of predictions or decisions [10]. In the field of
financial monitoring, this definition acquires particular specificity, as Al systems not only process data but also
perform analytical functions that traditionally belonged to humans: risk assessment, transaction classification, and
decision-making regarding further actions concerning suspicious operations.

The specificity of Al applications in financial monitoring lies in its ability to detect complex behavioral
patterns that may indicate money laundering. Unlike conventional software tools, Al systems use MLA that
allows them to independently improve their performance based on the analysis of new data [26]. This includes the
application of neural networks for recognizing anomalous transactions, using clustering algorithms for grouping
similar operations, and applying predictive analytics to forecast potential risks [5; 20; 21]. Such functionality goes
beyond the traditional understanding of a computer program as a set of predetermined instructions and approaches
the concept of autonomous decision-making.

The issue of the legal status of Al algorithms in AML systems is one of the most debatable in contemporary
legal science [27]. The traditional legal paradigm views computer programs exclusively as tools devoid of
independent legal personality. However, the complexity of modern Al systems calls into question the adequacy of
such an approach. MLAs are capable of making decisions that their creators cannot fully predict or explain, which
creates a problem of responsibility attribution. In the AML context, this is particularly important, as erroneous Al
system decisions can lead to blocking legitimate transactions or missing genuinely suspicious operations.

Contemporary legal doctrine leans toward an instrumental understanding of the legal status of Al
algorithms, according to which responsibility for their functioning is assigned to system providers and deployers.
The EU Al Act clearly delineates these roles and establishes different obligations for each category of subjects
[10]. Providers are responsible for ensuring Al system compliance with established safety and efficiency standards,
while users (in our case, financial institutions) bear responsibility for proper system application according to its
intended purpose. Such an approach allows preserving the principle of legal certainty while recognizing the special
nature of Al technologies.

However, the instrumental concept of Al legal status does not resolve all problems. Particularly complex
is the issue of autonomous decisions made by Al systems without direct human intervention. In AML systems,
such decisions may concern automatic account blocking or submission of suspicious operation reports to
financial regulators. Although financial institutions formally bear responsibility, they may practically have limited
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possibilities to control the Al system’s decision-making process, especially in cases of using complex deep learning
algorithms.

Comparison with traditional AML methods allows for a better understanding of the revolutionary nature
of Al technology implementation in financial monitoring. Classical systems were based on rigidly programmed
rules that established clear criteria for classifying transactions as suspicious. For example, an operation could be
considered suspicious if its amount exceeded an established threshold or if it was conducted in a certain jurisdiction.
Such systems provided a high level of predictability and control but had limited effectiveness in detecting complex
money laundering schemes that did not fall under predetermined criteria. Al systems fundamentally change this
paradigm, transitioning from rigid rules to flexible behavioral pattern analysis. Instead of searching for operations
that meet specified criteria, Al analyzes the entire spectrum of a client’s financial operations, identifying behavioral
anomalies that may indicate money laundering attempts. This allows for the detection of complex, multi-stage
schemes that could have remained unnoticed by traditional systems. At the same time, such flexibility creates new
challenges for legal regulation, as decision-making criteria become less transparent and predictable [17].

The fundamental difference also lies in Al systems’ ability for self-learning and adaptation [26]. Traditional
AML systems remained static until their software updates by developers. Al systems, conversely, continuously
improve their performance based on the analysis of new data, making them more effective in countering the
evolution of money laundering methods. However, this also means that system behavior may change over time in
ways that were not anticipated at the development stage, creating additional legal challenges regarding ensuring
the stability and predictability of regulatory requirements. Such transformation requires a revision of traditional
approaches to legal regulation of financial monitoring and the formation of a new paradigm that will consider the
specific features of Al technologies while preserving the fundamental principles of legal certainty and protection
of financial relations subjects’ rights.

International Experience in AI Regulation in AML/CFT. International experience in legal regulation
of Al use in AML and CTF demonstrates various approaches to balancing innovative technology development
and ensuring effective supervision of financial operations. The Financial Action Task Force (FATF), in its guiding
principles, has defined the basic foundations for using digital technologies within a risk-based approach. In the
document «Digital Transformation and AML/CFT» [28] from 2021, FATF emphasizes the need to adapt traditional
methods of detecting suspicious operations to conditions involving Al and ML. The organization establishes that
financial institutions must ensure proper management of risks associated with Al use, including issues of algorithm
transparency, accountability for decisions made, and the ability to provide explanations to regulatory authorities
regarding the logic of automated system functioning.

The European approach to regulation is characterized by comprehensiveness and detailed legal norms.
The EU AI Act [10], adopted in 2024, establishes a comprehensive legal framework for regulating Al systems in
all economic sectors, including the financial sector. For systems used in financial institutions to detect fraud and
money laundering, the regulation provides for their classification in the high-risk category, requiring mandatory
conformity assessment, ensuring high levels of accuracy and reliability, maintaining detailed documentation, and
implementing measures for risk management and minimizing algorithmic bias.

Parallel to the Al Act, the updated EU AML measures package of 2021 functions, which includes the sixth
AML Directive [29] and Regulation (EU) 2024/1620 of May 31, 2024, on establishing the Anti-Money Laundering
and Counter-Terrorism Financing Authority (AMLA) [30]. In 2021, the European Commission presented a
proposal for a directive on mechanisms that member states should implement to prevent the use of the financial
system for money laundering or terrorism financing purposes. The directive provides for the repeal of Directive
(EU) 2015/849 and establishes new requirements for the use of automated technologies, including Al, to enhance
the effectiveness of financial monitoring systems [31]. These regulatory acts encourage the use of innovative
technologies to improve AML/CFT controls, require financial institutions to apply a risk-based approach using
automated tools, and establish standards for information exchange between regulators. The Payment Services
Directive 2 (PSD2) created additional legal opportunities for Al technology integration through open banking
mechanisms, allowing data aggregation from various sources for more accurate risk profiling [32].

The American regulatory model is characterized by greater flexibility and focus on practical results.
The FinCEN developed the «Innovation Hours» program, which provides consultations to financial institutions
regarding the implementation of new technologies in AML processes [33]. The AML/CFT pilot program allows
selected banks to experiment with alternative approaches to AML monitoring, including replacing traditional rule-
based systems with Al algorithms [34]. FinCEN has also issued special recommendations regarding artificial
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intelligence use, which emphasize the importance of proper Al model governance, ensuring auditability and
explainability of decisions, as well as regular testing for bias and discrimination [35].

The Office of Foreign Assets Control (OFAC) established specific requirements for Al use in sanctions
screening through the Compliance Commitment Framework, which defines standards for automated systems,
requirements for accuracy in identifying sanctioned persons, and the necessity of maintaining a complete audit
trail. Some American states have implemented «safe harbor» provisions for financial institutions using regulator-
approved Al technologies, as well as created regulatory sandboxes for testing innovative AML solutions in a
controlled environment with relaxed regulatory requirements [36].

The practical implementation of these legal norms demonstrates different models of regulatory supervision.
Large international banks, such as HSBC, JPMorgan Chase, and Standard Chartered, have developed comprehensive
ML systems for detecting suspicious operations under the supervision of respective regulators [37]. European
institutions, including ING and Danske Bank, have implemented Al solutions in compliance with European data
protection directives and AML requirements [38]. Fintech companies, such as Elliptic, ComplyAdvantage, and
Quantexa, operate in various jurisdictions, adapting their technologies to local legal requirements [39].

Regional approaches also demonstrate diversity in legal regulation. The Monetary Authority of Singapore
(MAS) launched the «Project Guardian» initiative to create legal frameworks for testing Al solutions in the digital
assets sphere [40], while the Financial Conduct Authority of the United Kingdom (FCA) developed «TechSprint»
programs for legal support of joint Al solution development by banks and fintech companies [41]. The main
challenges for international harmonization of Al legal regulation in the AML/CFT sphere are the absence of unified
international standards, which creates legal fragmentation and complicates the activities of international financial
institutions. Discrepancies in personal data protection legislation between different jurisdictions, particularly
between the General Data Protection Regulation (GDPR) in the EU [42] and other legal systems, create additional
obstacles for information exchange and joint development of Al models. At the same time, there are prospects
for further legal harmonization through the FATF, Financial Stability Board (FSB), and other international
organizations’ initiatives to create unified legal principles for Al use in the financial sector.

Conclusion. The study oflegal regulation ofartificial intelligence applications in AML systems demonstrates
a fundamental transformation of approaches to financial monitoring under the influence of technological progress
and growing public demands for transparency of financial operations. The public resonance from the disclosure of
the Panama Papers and Paradise Papers catalyzed the transition from tolerant attitudes toward asset concealment
schemes to active counteraction to corruption and money laundering, which was reflected in the adoption of
revolutionary legal acts, particularly the EU Al Act. Analysis of the legal nature of Al in the financial context
demonstrates evolution from the traditional instrumental understanding of computer programs to recognition of the
special status of autonomous decision-making systems. The ability of Al algorithms for self-learning, adaptation,
and making unpredictable decisions creates new legal challenges regarding attribution of responsibility, which
contemporary doctrine resolves through the distribution of obligations between system developers and users.

Comparative analysis of international experience reveals two main regulatory approaches: the European
approach, characterized by comprehensiveness and detailed legal norms through the Al Act and updated AML
measures package, and the American approach, distinguished by flexibility and practical orientation through FinCEN
programs and regulatory sandboxes. Both approaches emphasize the need to balance innovative development with
effective supervision, but the European model prioritizes ex-ante regulation, while the American model focuses
on outcomes. The key problem remains the absence of international harmonization of legal standards, which
creates fragmentation of the regulatory field and complicates the activities of transnational financial institutions.
Discrepancies between GDPR and other personal data protection systems additionally complicate the development
and implementation of international Al solutions for AML monitoring.

For Ukraine, it is relevant to form its own legal model that will consider European standards in the context
of European integration processes, while ensuring flexibility for adaptation to rapid technological development.
This requires creating a special legal regime for Al systems in the financial sector, establishing clear responsibility
criteria, and ensuring effective regulatory supervision of automated decision-making systems.
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