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KIBEPBE3IIEKA K CKJIAJJOBA CUCTEMUAU
3AXUCTY HAIIIOHAJIBHOI BE3NEKU: €EBPONEVCHKUN JOCBIJI

Jlocnioxceno nepedymosu il ocobrueocmi gopmysanns 3axKonooascmea Yipainu y cgepi xibepbesnexu,
BUZHAYEHO NPOOIeMU MA NEPCHEKMUBU 11020 NOOAILULO20 PO3BUMKY 3 MOUKU 30pY OYIHOBAHHS HAAGHUX HeDe3neK ma
3aepo3. OKkpecieHo Hanpamu adanmayii YUHHO20 3aKOHOOascmea npo Kibepbesnexy 0o cmanoapmise €C y mexcax
peanizayii nonoscenv Yeoou npo acoyiayiro misxe Ykpainowo ma €C. Ilpoananizosano 00ceio €8ponelicbKux Kpai
U000 3aKOH00A84020 3abe3neyenHs y cepi Kibepbesnexu, 008e0eHo OOYLIbHICIb PO3BUMK) 00208IPHO20 OePAHCABHO-
npusamHo20 napmuepcmsa 6 cepi saxucmy Kibepnpocmopy. Busnaueno nanpsamu posgumxy HayioHanbHoi cucmemu
Kibep3axucmy. 800CKOHANEHHS NPABOBOT OCHOBU Kibep3axucmy 00 eKmie KpumuyHoi ingppacmpykmypu, 6npo8adiceHHs
cucmemu He3anexqcHo20 ayoumy IHopMayitHoi Oe3nexu, po36UMOK MIJCHAPOOHO20 CHigpoOImHuymea y cgepi
3abe3neuenns Kibepbesnexu.

Knrouosi cnosa: ingopmayiiina 6esneka, xibepnpocmip, Kibepbesneka, 00208ipHe 0epiHCABHO-NPUBATIHE
napmuepcmeo, iMnIeMeHmayis MiJCHAPOOHUX HOPM.

bion.: 10.

Cnunuenxo T.

Kubepbesonacnocmb Kak cocmasnaouiaa 6 cucmeme 3aujimsl HAUUOHAILHON Oe30nacHOCmu: egponeii-
CKUuit onvim

Hccnedosano npeonocviiku u ocobennHocmu  Gopmuposanus 3axonooamenscmea Ykpaunvl 6 cgepe
Kubepbesonacnocmu, onpeoeiensl npodiemvl U NePCHeKmuBbl €20 OAIbHelue20 pa3eumus ¢ MOYKY 3PEeHUs. OYeHKU
umerowuxcsi onacHocmeti u yepo3. Ouepyeno HaAnpagieHus aoanmayuu Oeucmeyioueco 3aKoOH00amenbcmed o
Kubepbesonacnocmu co cmanoapmamu EC 6 pamxax peanuzayuu nonoxcenuti Coenawenus 06 accoyuayuu mexncoy
Yxpaunou u EC. Ilpoananusuposan onvim e8poneicKux Cmpan no 3aKOHOOAmMeNbHOMY obecneueHuio 6 cgepe
Kubepbesonacnocmu, 00Ka3ana YenecooopasHoCmy pa3gumusi 002080PHO20 20CYOAPCMBEHHO - YACMHO20 NAPMHEPCMEA
6 cghepe sawumel kubepnpocmparcmea. Onpedenensvi HANPAGIEHUs: PA3GUMUSL HAYUOHATLHOU CUCTEMbl KUOEP3auUmb.:
COBEPUIEHCNBOBAHIE NPABOBOU OCHOBLL Kubep3awumsl 00beKmo8 KpUumuyeckol UuH@Opacmpykmypbl, 6Heopenue
cucmembl He3a8UCUMO20 AYOUMd UHGOPMAYUOHHOU Oe30nACHOCIU, PA38UmMue MeXCOYHAPOOHO20 COMPYOHUYECEa 8
cepe obecneuenus Kubepbe3onacHocmu.

Knrouegvie cnosa: unghopmayuonnas 6e30nachocms, KUbepnpocmpancmeo, Kubepoe3onacHocms, 002060pHoe
20CY0apCmeeHHO - YacmHoe NapmHepCmeo, UMNIAEMEHMAYUS MENCOYHAPOOHBIX HOPM.

Slipchenko T.

Cyber Security as a Component of National Security Protection System: European Experience

The fundamental consequence of the global informatization of state structures was the emergence of a
Sfundamentally new environment of confrontation between competing states-cyberspace. The use of the Internet and
information technology opens up endless opportunities for humanity, but also poses new serious threats. Increasing the
number of cyber threats to the economic component of our country makes the issue of optimization of legal regulation
of this sphere more relevant.

According to ISO / IEC 27032: 2012, cybersecurity is the preservation of the integrity, confidentiality and
accessibility of information circulating in the cybersystem (that is, information fed into the cybersystem, accumulated and
stored in it for further processing) ensuring the stability and continuity of the system’s implementation of management
functions by cybersystem with respect to the respective objects.

The purpose of the research is to comprehensively assess the state and trends of the development of the European
Union's cybersecurity system in the context of globalization, to justify the ways and mechanisms of using the European
experience in national security.

The most promising directions of development of the national cyber defense system, today, are as follows:
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improvement of the legal basis of cyber defense of critical infrastructure; implementation of the system of independent
information security audit on critical infrastructure facilities,; establishment of sectoral cyber incident response centers;
development of international cooperation in the field of cybersecurity,; development of cyber security training system,
increasing digital literacy of citizens.

Keywords: information security, cyberspace, cybersecurity, public and private partnerships, implementation of
international standards.

HocTranoBka npodaemu. [obansHa iH(dopMaTu3allis aKTUBHO BIUIMBAaE Ha (PYHKLIOHYBaHHS AepiKaB
CBITOBOT CITIJIBHOTH, 1H(QOPMAIIIHHI TEXHOJOTII 3aCTOCOBYIOTBCS B MPOIIECI BUPINICHHS 3aBIaHb 3a0€3ICYCHHS
HaI[lOHAJIbHO1, BiiChKOBO1, EKOHOMIYHOI Oe3neku. BogHouac onHuM 3 yHIaMEHTaJbHUX HACHIJIKIB I100aNbHOT
iHpOopMaTu3alii 1epKaBHUX Ta MPUBATHAX CTPYKTYp CTaJ0 BUHWKHEHHS MIPUHIMIIOBO HOBOTO CEPEIOBHUINA IIPO-
THOOPCTBAa KOHKYPEHTHUX JIepKaB — Kibeprnpocropy. Bukopucranus [HTepHeTy Ta iHPOpMaLiiHUX TEXHOJIOTIH
HE TIIbKK BIJKPHBAE IEpe]l JIIOICTBOM Oe3MeXHI MOXKIIMBOCTI, a i CTBOPIOE HOBI cepiio3Hi 3arpo3u. Bee Oib-
e iHpopmalii mepeMilly€eTsCsl B OHJIAlH 1 32 OCTAaHHIMU MiApaxyHKaMH y CBIiTi Bxe nmoHaja 20 MIIpI IPUCTPOiB
MIJKITFOYSHUX JI0 THTEpHETY, 10 y KiJIbKa pa3iB Oijblle, Hix HaceleHHS 3emiti. Takok Ha cepBepax 30HUpaeThCs
MiIbsIpAM Tirabait pizHoi iHopmarii. CBIT cTae BIIKPUTUM, Ta TaKe CTPIMKE 3pOCTaHHS NOTpedye GopMyBaHHS
«TIPaBUI TPI».

301ibIIeHHS KITIBKOCTI Kidep3arpo3 Ha eKOHOMIYHY COLliabHY CKJIa/I0BY HAIIO1 Iep>KaBU BCE aKTYaIbHILITUM
poOUTH MUTAHHS ONTUMI3aIlil MPaBOBOTO peryitoBaHHs i€l chepu. B Kueri KOHTEKCTI €BpOiHTETpamiiHUX
MPOLECIB BAXKIIUBOIO ISl YKpaiHU € JNEMOHCTpALis TOro, [0 MU TOTOBI MPOTHCTOSATH 3arpo3aM TOTO BUIY
3II0YMHHOCTI, 1110 HAWOLIBIN CTPIMKO 3pocTae. OKpiM TOTO, B CyJaCHHX YMOBAaX BaXJIMBOO € TOTOBHICTh IPHUAMATH
HeoOXiH1 3MiHH, 110 BiNOBIIaTUMYTh CTaHAApPTaM, BCTAHOBJICHUM Ha €BPONEHCHKOMY Ta CBITOBOMY PiBHSIX.

AHani3 ocTaHHiX AociimkeHb i myGaikamiii. [IpoGnemu kibepOes3nekn Ta pe3yJbTaTd 3arpoBaKCHHS
€BPOIEHCHKOTO JOCBIAY B CUCTEMY 3aXUCTy HallIOHAIbHOI Oe3MeKH YKpaiHu BifoOpakeHi B HAyKOBHX MPAISIX TAKUX
BucHUX, sk: O. O. baes, I. P. bexsikos, [[x. bym6ekep, I. T1. Bnacosa, B. [I. I'aBnoBckkuii, P. €. [IxaHncapaesa,
B. b. JIztonasiok, H. B. Kapnasa, O. B. Mamxaii, B. B. Mapkos, M.A. Oxesan, 0. M. Onunienxo, O. B. Opios,
I1. I. [Tymkapenko, €. JI. Cxymum, B. I. Xaxanocbkuii, B. B. UepHeii Ta iH.

HopmarusHoto 6a3oro nocnimkeHHs € Koncruryiis Ykpainu, Kpuminanenuil xonexc Ykpainu, Kpuwmi-
HaJBHO TpoIleCyalbHUH Kojueke Ykpainw, L{uBinpHHN Konekc Ykpainu, [ocmonapcbkuii koneke Yipainu, Kon-
BEHIIiSl PO KiOep3J04uHHICTh, 3akoHn BepxoBHoi Pagu Ykpainu, pimenns Koncrutyuiiinoro Cyny Ykpainu,
pitieHHs1 €BPOINEHCHKOTO CYIly 3 MPaB JIFOJAWHH, SIKi CTOCYIOTHCSI OOpOTHOHU 3 OpraHi30BaHOIO KiOEp3JIOYMHHICTIO,
3aKOHOJIABCTBO 3apyOIKHUX JIepKaB YaCTUHI 3aXUCTY CBOTO KiOEpIpoCcTopy.

Hespaxkaroun Ha HasiBHICTh BEJHKOT KUTBKOCTI HAYKOBUX Tpallb i3 3a3HaYCHOT MPOOIEMaTHKH, YUMAIIO
MUTaHb BCE 1I€ € HEPO3KPUTUMH 200 BUPILIEHUMHU (HPparMEeHTapHO.

Meta gociigKeHHs TOJSrae B KOMIUIEKCHOMY OIIHFOBaHHI CTaHY 1 TEHJCHIIH PO3BUTKY CHCTEMH Ki-
6epbesnexku €Bponeiicbkoro Coro3y B yMoBax rio0anizailii, 0OOrpyHTYBaHHI HUISXiB 1 MeXaHi3MiB BUKOPUCTAHHS
€BPONCHCHKOTO JOCBIy B 3a0€3IICUCHHI HAI[IOHATBHOT OE3MeKH.

BukJjag ocHOBHOro marepiajy gociaxeHHs. SBuiie «0Oe3neka» HEPO3PUBHO MOB’s3aHE 3 MOHATTIM
«HAIIOHATILHI IHTEPECH» 1, MOXKIIUBO, B SKOMYCh CEHCI € TIOX1THUM BiJl HbOTO, TOMY 1[0, IIEPII 32 BCe, QYHKIIIS Ha-
LIOHANBHOI Oe3neky — 1e 3a0e3MneueHHs rapaHTiii HeBpa3IMBOCTI HAUTOMOBHIIIUX IHTEPECIB HAI[IOHAIBHOTO CyBe-
PEHITETY, TePUTOPiaIbHOT HIJICHOCTI Iep)KaBH, 3aXMCTy HACEIICHHS — TUX 1HTEPECiB, Yyepes sKi JepikaBa 00peThCs
1 He MOTO/KYEThCs Ha MocTynku. HamioHanbHa Oe3neka — 1€ cTpareris, HeoOXiqHa 1)1 3a0€31eUeHHs IHTepPECiB
nepxasu [5, ¢. 37]. Ha choromHi moHSTTS KibepOesnekn OaratorpaHHe, TOMY JIOBOJII BaXKKO (OPMai3yeThCsl.
HasiBHiCTh IpaBUIIBHOTO (POPMYITEOBAHHS MOHATTS KiOepOe3eKn € BKpail BAXKIMBUM JJIsI OKPECICHHS TOJIOBHUX
iJIei poOOTH PI3HUX CTPYKTYP 1 TOAATBIIIOTO 3aXKUCTy KiGepIpocTopy Bij 3arpos.

B cyuacHux ymoBax nmuTaHHs Ki0epOe3neKu BUXOAATh 3 PiBHA 3aXHUCTy iH(opMallii Ha OkpeMoMy 00’ €KTi
00YHCITIOBANTLHOI TEXHIKH HAa PIBEHb CTBOPEHHS €JMHOT CUCTEMH KiOepOe3Neku JepKaBu K CKIAI0BOi YaCTHHU
cucteMu iH(popMaliifHOT Ta HalioHAIbHOT Oe3MeKH, 110 BiIMOBiIa€ 3a 3aXUCT HE TUIbKHU iH(popMalii y By3bKOMY
CEHCI1 IIbOTO CJIOBA, a i ychoro Kibeprnpocropy. KibepnpocTip MOKHA BU3HAUUTH, K «MeTahOpUIHY a0CTPaKIIito,
sIKa BUKOPUCTOBY€ETHCS B (h110co]ii 1 B KOMI FOTEPHIid TEXHOJIOT1, siKa € BIpTyalbHOIO PeajibHICTIO, IPEACTABISE
Heocdepy, APYTHid CBIT K «BCEPEIUHI» KOMIT FOTEPIB, TaK 1 «BCEPEIUHI» KOMIT FOTEPHUX MEpex» [5, c. 43].

3rigHo i3 cranmaprom ISO/IEC 27032:2012, xibepbesmeka, Oe3meka kideprpoctopy (cybersecurity,
cyberspace security) — 30epeKeHHS MITICHOCTI, KOH(IACHIIIHHOCTI Ta AOCTYIMHOCTI iH(pOpMAIIil, MO0 UPKYITIOE
B Kibepcuctemi (To6TO iH(pOpMalii, 0 HAAXOAUTh y KibepcUCTeMy, HAKOMMUY€ETbCs Ta 30epiraeTbes B Hil i
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MOJAITBITIOT 0OPOOKH), 3 METOIO 3a0e3MeUeHHsI CTIHKOCTI 1 Oe3MepepBHOCTI peati3ailii KibepcHcTeMO0 YIpaBiiH-
chbKUX (DYHKILIN 00 BiAMOBIAHUX 00’€KTIB ynpaBiiHHA. BinnoBinHo, KibepnpocTtip — yacTuHa iHdopMaliiHo-
TO TIPOCTOPY, YTBOPEHA iHPOPMAIIHHIMH ITOTOKAMH ¥ iHPOPMAaIliIHHUMHE TTOJISIMH, IO TIOPOKYIOTBCS B TIpOIIeci
(byHKLI0OHYBaHHS KiOepHETUUHUX cUCTeM [5, c. 45].

ToBopstun po BUpilIeHHs TpobIiieM KibepOe3nekn, HeoOXiJTHO BPaxOByBaTH JIOBOJII BOXKIIMBUH 11 aCIIeKT —
B3a€MO3B’SI30K MIX Y4aCHHKaMH, TOOTO KOPUCTyBauaMH, KU MOXKE MPUBECTH 10 cuHepreTuyHoro edekry. Heoo-
XiJTHI peTeNbHi TOCIiKEHHS BIaCTHBOCTEH KiOEepIpOCTOpy, TMHAMIKHA HOTO PO3BUTKY, METOIB YIPABIiHHS IIIE€I0
JIUHaMiKolo. Bkpail ckiiaiHo, MpakTUYHO HEMOXIIMBO MOOYAyBaTH JiicHO e(heKTHBHY cucteMy KibepOesneku 6e3 i
CHUCTEMHOTO aHaJi3y, TOMY JOIUILHO BKJIFOYHATH B KOMIUICKC JIOCII/HKEHb y Taly3i KibepOe3reky Taki HalpsMKH, 5IK:

—BUPOOJICHHS €IWHOI TepMiHOJIOT1] KibepOesneku 1 KibepnpocTopy;

— po3po0Ka CHCTEeMH TOKa3HUKIB (DyHKITIOHYBaHHS KiOEPIIPOCTOPY, @ TAKOXK HOTO 3aXUCTY Bijl MOTESHITIHHUX
3arpos;

—po3pobka Mozeelt KibeprpocTopy i hakTopis, 10 BIDIMBAIOTH HA HOTO (DYHKIIIOHYBaHHS;

— CTBOPEHHS CIEIiaTbHUX METO/IiB 3a0€3MeYeHHS CTIMKOCTI KiOEpIpOoCTOpY MPH BILIUBI 3arpo3;

— CTBOPCHHS 1HTEJIEKTYyalIbHIX METOIB 3a0e3TeueHHsI KioepOe3neKkH (MEeTo ] CUTYaIlIHHOTO aHaJli3y CTaHy
iH(popMaliifHo1 6e3MeKH, HOBI METOAM KpUNITOrpadhivHOTo 3aXUCTY, IHTeJIEKTyalbHI METOAH BUSBIIEHHS BTOPTHEHD
Yy CHCTEMH, METO/IN 1HTEIEeKTyaIbHOT ileHTH]iKaIii KoprcTyBaviB MpH Kidepararti) [4, c. 144].

€BpoNEHChKUN CO03 3arajipM i OKpeMi €BPOTEHCHKI JIEpiKaBH CEPUO3HO CTYpOOBaHI CBOEI KibepOes-
nekoto. Kibepcrparerii €C i kpaiH, sKi BXOAATH 0 HOTO, aKIIEHTYIOTh YBary Ha HeOOXiTHOCTI CIIJIBHUX 3YCHIIb
JIep’KaBH, CYCIIbCTBA, Oi3HECY 1 BCIX TPOMaJIsiH y cdepi 60poThOu 3 Kibep3arpo3amu.

OcTaHHIM 9acoOM 3MIHIOEThCS i€papXisi mpiopuTeTiB y cdepi kibepOesneku. Axmo Ha moyarky XXI cr.
Ha NepHIMKA [IaH BUXOIWIM MpodiaeMu O0OpoTHOH 3 MIKHAPOAHUMHU TEPOPUCTUYHMMHU OPraHi3alisMU, a TaKoX
MUTaHHA OE3MEeKH TPOMHUCIOBOI 1H(PPACTPYKTypH, TO OCTaHHIM YacOoM NPaKTUYHO BCi €BPOICHCHKI KpaiHH
cTypOOBaHiI MOXIJIMBUM BTPYYaHHSAM XakepiB B ixHi BuOopui kammnanii. Kibepcrpareris 6ararbox €BporneicbKux
JIeprKaB JIOIyCKa€e HE TUTbKA OOOPOHHI, a i HACTYIaJbHI il B KibeprnpocTopi.

VYV 2013 p. €Bponeiicbkuii Coro3 yxBanuB Crparerito KidepOe3neku, METOI0 SKOi € BIIKPUTUHN, Haliid-
HUH 1 6e3neunwmii kideprpocTip. Jis mporo nepeabadeHi 3aX0A1 3 TAKUX HAMPSMKIB: JOCATHEHHS KiOSpCTIHKOCTI,
CyTT€EBE CKOPOUEHHS KiOEP3JI0YMHHOCTI, PO3pO0OKa MONITHKY KiOepoOopoHH, OB’ s13aH01 31 CIUTEHOIO MO TUKOIO
0e3mneKu i 000pOHH, PO3BUTOK BUPOOHUYNX 1 TEXHOJOTIYHUX PECYPCIB JUIs KiOepOe3neKH, CTBOPSHHS Y3TOKEHOT
MDKHapOAHO1 MOJITHKH KibeprnpocTopy anst €C 1 npocyBaHHs ocHOBHHX LiHHOcTed €C. Opnpasy micis omnpu-
monHeHHst Ctpaterii Oysio po3no4yaTo poOOTy HaJ BiJIOBIHOK JUPEKTHBOIO. BaXXJIMBO HArOJIOCHTH, IO IICH
JIOKYMEHT pO3poOJIsiBCS HE OKPEMO BiJl IHIIMX HaNpsAMKIB, a sk yactuHa Crparerii €aunoro Ludposoro Punky
(Digital Single Market Strategy), 3 omHOT0 OOKY, 1 YaCTHHH €BPOIEHCHKOTO MOPSJIKY JIEHHOTO 3 MMUTaHb Oe3eKn
(European Agenda on Security). Ctpareris ta [lopsaok aennuii Oynu onprntogHeni HaBecHi 2015 p. B numHi
2016 p. €sporeticrka Komicis nmpe3eHTyBana «JlomaTKoBi 3aX0/I1 TI0 CIIPUSHHIO PO3BHUTKY 1HAYCTpii Kibep3axuc-
Ty», a 06.07.2016 p. Oyna yxBanena /Jupexrusa €C 111010 3aX0/1iB 111010 3a0€3M€YEHH BUCOKOTO 3arajbHOT0 PiBHA
0e3neKn MepeKeBUX Ta iHGOpMaIiiHUX cUcTeM Y BcboMy €Bponeiickkomy Coto3i [8]. KibepOesneka — cTpare-
riuna npoOiemMa Aep>kaBHOI Baru, cepel KpaiH-ujieHiB €Bpocoro3y cTparterii kibepoesnexu npuitHsanu: LlBewnis
(2008 p.), Ecronis (2008 p.), @inmsamis (2008 p.), CnosauunHa (2008 p.): Yexist (2011 p.), @panmis (2011 p.), Hi-
meuunHa (2011 p), JIutea (2011 p.), JTrokcemOypr (2011 p.), Tonnanais (2011 p). Criucok kpaiH HAOUHO MOKA3YE,
10 podiieMa KibepOe3neKkr BU3HAETHCS BAXKIMBOIO B YChOMY CBiTi. 30KkpeMa, EcToHIs € OMHUM 3 €BpONIEHCHKUX
nigepiB y cdepi kibepbesnexu. Came B Tamnini 3Haxoautscs Lientp kibep3axucty HATO. 25 mucronaga 2016 p.,
Tij] 9ac BigBigyBaHHS 1boT0 LleHTpY, npesuneHt kpainn Keperu Kanbronaiin 3aspuna: «He 3anummnocs Hi Haii-
MEHILIOTO CYMHIBY B TOMY, 110 KiOEpIIPOCTip fAK mojie 000 MOXKHA MOPIBHATH 3 MOPEM, MOBITPSAM 1 Bozoro» [4].

EctoHnis akTHBHO pO3BHBAE BIacHI pecypcH B cdepi kibepoesneku. Tak, B yepBHi 2011 p. LleHTp po3BUTKY
JiepKaBHUX 1HpocucTeM OyB nepeTBOpeHHl B JlemapraMeHT JepxaBHOI iHPOpPMaLiiHOI CUCTeMH, SIKUH 3aiiMa-
€THCSI PO3BUTKOM JIep>KaBHOT iH(POPMAITiitHOT crcTeMU SIK €JUHOTO 1ijoro. Tineku B 2018 p. manuit Jlenaprament
po3nisinyB 9135 BunajakiB B KOMIDIOTEpHUX Mepexax Ectonii, 3 skux 348 BIuMBaiu Ha poOOTy BaXJIMBOIO aJiMi-
HICTPaTUBHOI IOCTYTH a00 CTOpiHKH [4].

€BpoIeiChKUI COI03 Ma€ YHIKaIbHY MOXIIMBICTH IHBECTYBAaTH B PO3LIMPEHHs CHIBIpaLli 1 KOOpAUHALIT
MiX JiepkaBamu-wieHaMu €C, a TaKoX KIIFOYOBUMHU 3arikaBieHuMH ctopoHamu €C B chepi kibepOesneku. Came
BHXOJISIYH 3 11bOTO, B 2016 porri, €Bpomneiicbka KoMicis mignucana 3 €sporneticbkoro Opranizaiiero KibepOesneku
(ECSO) moroBipHe nepxaBHO - MPUBATHE MapTHEPCTBO. [lepIn 3a Bee, 1e Crpusie CTPYKTYPYBAaHHIO 1 KOOPMHAITIT
MIPOMUCJIOBHX pecypciB IIuGpoBoi Oe3reku B €Bporri. BoHO BKJII0Uae B cede MUPOKe KOO0 YIACHHUKIB: BUPOOHUKIB
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KOMITOHEHTIB 1 00JIa/THaHHS, ONIepaTopiB OCHOBHUX IMOCIIYT 1 JIOCTITHUIIPKUX iHCTHTYTIB, 00>ETHAHMX TTiJT €Ti00
ECSO. €C 3060B’s13aBcs inBecTyBaru 10 450 MIIH. €BpO B 1ie mapTHEpCTBO [10].

B 2018 pori €Bporneticbka Komicis 3asBria mpo CTBOPEHHS MEPEkKi HAIlIOHATBHUX KOOPAMHAIIHHIX [IEH-
TpiB 3 KibepOe3neKku 1 HOBOro €BPOIEHCHKOTO LEHTPY KOMIIETEHIII B Tady3i IPOMHUCIIOBOI, TEXHOJIOT1YHOI Ta J0-
CJIiTHUIIBKOT KOMITeTeHIIi1 B 00macTi Kibepoesmeku [4].

Ha cporogni €C ctukHyBcst 3 mpo0OiemMoro HecTayi kBamidikoBanux QaxiBUiB y chepi iHopMmaliiiHo-
KOMYHIKAIIHHAX TEXHOJIOT1i 1 0COOIMBO eKCIIepTiB B 001acTi Kibepbesneku. B mponosuitii 6romkery €C Ha 2021-
2027 poku, poOUTHCS HATOJIOC HA PO3BUTOK U(PPOBUX HABUUOK, 0COOIMBO B 001acTi KibepOe3nexH .

€pporelicbka Komicist iHBecTyBana moHaa 63,5 MIIH. €BpO B YOTHUPH IMUJIOTHI MPOEKTH, 100 3aKJIACTH
OCHOBY /I CTBOPEHHS €BPOINEHCHKOT MEpeXi LIEHTPIB €KCIEpTU3U 3 KibepOe3neKu, sika TOTOMOXKE IMOCHIIH-
TH JIOCHIJDKeHHS Ta KoopauHalito kidepoesnekn B €C. Yorupu mizotn: CONCORDIA, ECHO, SPARTA Ta
CyberSec4Europe, MaroTh 3aBIaHHS BHECTH HANpaIlOBaHHs y CHiIbHY €BPOIEHCHKY TOPOXKHIO KapTy 3 MUTaHb
kibepOesnekn Ta iHHOBaIii micis 2020 poky Ta eBporelicbky Crparerito KibepOe3neku Ui POMHCIOBOCTI.
Oxpim TOrO, BOHH A0NOMOXKYTh €C y BU3HAUEHHI Ta TeCTyBaHHI MOJIENIeH YIIPaBIIiHHS €BPONEHCHKOI0 MEPEXKEI0
CHEIIACTIB Y cdepi NEeHTPIB MepeToBOi TEXHOJIOTIT B ramy3i Kibepoe3mneku [4].

[IpaBoBa 0aza kibepOe3nekn YKpaiHH CKIAJa€ThCs 3 MIKHAPOJHHUX 3000B’A3aHb Ta HALlIOHAJIBFHOIO 3a-
KOHONIaBCTBa. Ha Mi>kHapoTHOMY PiBHI CJIiJl BUIIIUTH BymanemTchKy KOHBEHIIIIO Ta JIMPEKTHBY 100 MEPEKEBOT
ta indopmaniitnoi 6e3nexu (NIS) [8].

VY HaIlioHaJTbHOMY 3aKOHOJIAaBCTBI MarOTh 3HAWTH BiIOOpaKeHHS 3000B’s13aHHs, B3STi Ha cebe YKpaiHOO
SIK TI1IMTACAHTOM MIXKHAPOJHUX YO/ 1 KOHBEHIIIH, a TaKOX Ti, K1 1l JJOBEEThCS B3STH, SKIIO BOHA W Hajami Jie-
MOHCTpYBaTHMeE MIParHeHHs BCTYNUTH 10 €Bponeiicbkoro Coro3y. Ha HarionansHOMY piBHi, 3akoH Ne 2163-VIII
Bix 5 sxoBTHSA 2017 poky «IIpo ocHOBHI 3acaau 3abe3nedeHHs Kibepoesneku Ykpainn» Ta HamioHanbHa cTpareris
kibepOe3rnekn YKpaiHu € OCHOBHHMH JIOKyMEHTaMH, 110 PETYIIOITh AaHy chepy. BincyTHICTh B yKpaiHChKOMY
3aKOHO/IaBCTBI HEOOX1IHOI TepPMiHOJIOTi], HEBU3HAYEHICTh MUTAHb LIOA0 PO3MOALITY TOBHOBaXX€Hb MK PI3HUMHU
JICpKaBHUMH Ta MPUBATHUMU YCTAaHOBaMHU B cdepi Kibep3aXuCTy, BIACYTHICTh 3aKOHOMABYO BPETYIhOBAHOI Ta
(hinaHCOBO 3a0€3Me4eHO] cTparerii Aep>KaBHO-IIPUBATHOTO MapTHEPCTBA, HEBUPILIEHICTh 0araTboX MpOLEeIypHUX
MUTaHb IOAO il MPaBOOXOPOHHUX Ta KOHTPOIIOIOYMX OPTaHiB, a TAKOX HEIOCTATHS yBara, IO MPHUILIIETHCS
pobaemMaM 3arajibHOi OCBITH 3 KibepOe3neKy, MiABUIIEHH 0013HAaHOCT1, HApOIIyBaHHIO MOTEHIlialy 3HaYHO Mif-
BHIIYIOTh BPa3IHBICTh YKpaiHU mepel KibepiHIuaeHTaMu Ta KibeparakamMu. HeoOXiqHICTh 3aKOHOJaBYOTO BpETY-
JIIOBAHHS TIePEiueHUX MUTAaHb BUMArae Mpo30pOCTi 3aKOHOAABIOTO TIPOLIECY, ILTITHOI CIIBIPalli YKPATHCHKUX Ta
MIDKHAPOJHHUX CTCHKIOJIJIEPIB, CIIPUSHHSI IiIBUIICHHS TOBIPH MK HUMH.

3axoH Ykpainu «IIpo ocHOBHI 3acaau 3abe3nedueHHs KibepOesnekn YKpaiHm» 3aKiiaB 3arajibHy apXiTeKTy-
Py HaIioHAJIEHOT CUCTEMH KibepOe3eky Ta po3MoIiIse 3aBIaHHS Ta IOBHOBAXXCHHS MK OCHOBHIMH CY0’ €KTaMU
3abe3neueHHs KibepOesneku (HarioHalbHUM KOOPAWHAIIIHHUM IIEHTPOM KibepOe3neku, MinictepcTBoM 0060po-
HU, ['eHepanbHUM mTabom 30poiiaux Cui, Jlep>kaBHOIO cITy»)00F0 CIIeIialbHOTO 3B’ 3Ky Ta 3aXHUCTy iH(opMariii,
Cnyx0Ooro Ge3nexkn Ykpainu, HarionanbHoro momninieto, HanionaasHuM OaHKOM, pO3BiAyBaJIbHUMHU OpraHaMu
VYkpainnm) [1].

Peanizanis nonoxens Ctparterii kidepOe3neku Ykpainu Ta 3akoHy Ykpainu «IIpo ocHOBHI 3acaju 3a-
Oe3neueHHs KibepOe3neku YKpaiHu» nepenaodadae po3poOlIeHHS Ta 3aCTOCYBaHHS SKICHO HOBOTO 3aKOHOABCTBA Y
cepi kibepOesmeky, 1110 3aCHOBaHE Ha HAIpallbOBAaHOMY 3a IT’ITh POKiB riOpuAHOI BiffHH JOCBiJ, YCBIIOMJICHHI
Ta IMIUIEeMeHTaIlii J0CBixy Ta HopMaTuBHUX nokyMeHTiB €C ta HATO.

BucHoBKkM. AHATI3YIOUM CTpaTeriyHi TOKYMEHTH B raiy3i KibepOe3neku €BpONneUChKUX KpaiH, MOXKHA
3pOOUTH HACTYITHI BUCHOBKU.

VY cepenouii, ie HOCTIMHO 3’ ABJISIFOTHCS 1 €BOMIOLIOHYIOTH Kidep3arposu, KpaiHu — wieHH €BpOCOI03y MpH
3yCTpidi 3 HOBUMH, II00AJBPHUMH 3arpo3aMy MarOTh HaMip TPOBaKyBaTH T'HYYKI, ONIEpAaTHBHI cTparerii Kibepoes-
nieku. TpaHCKOPIOHHMH XapaKTep 3arpo3 3MYIIye KpaiHu BCTYIATH B TiCHY MKHApPOIHY B3aeMmomiro. CriBmparis Ha
€BPOIICHCEKOMY pPiBHI HEOOXiTHA HE TUTBKY ISl e(DEeKTHUBHOI MIATOTOBKH JI0 Kibeparak, ajie i Jjsl CBOe4acHOl peaKiii
Ha HuX. KoMIUleKkcHa JepikaBHA cTpareris KibepOe3neku — IMepinii KpOK Ha IIboMY IILBIXY. B Mexax crparerii B
raimysi kibepOe3IneKn €BponeichKuX KpaiH HaivacTillle 3yCTPiYatoThCsl HACTYITHI PEKOMEHAI] 00 BUPIIICHHS
OCHOBHHUX ITUTaHb B Tajly3i KibepOe3rneku Ha KOPOTKOCTPOKOBY 1 CEPETHHOCTPOKOBY MEPCIIEKTHUBY.

Y KOPOTKOCTPOKOBIH TIEPCIICKTHBI:

— CIIPOEKTYBaTH, EPEOLIHUTH 1 MATPUMYBATH AP KaBHY CTparerito KibepOe3rneku, a TakoK 3aX0/AH, 110
MIPOBOMATECSA B paMKax CTpaTerii;

—YiTKO BU3HAYUTHU PaMKH Jii, I[iTi CTpaTerii 1 caMe TIyMaueHHs TEPMiHy «KibepOe3nekay;
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—BpaxyBaTd B CTparerii iIHTepeCcH MPOMHCIOBOCTI, HAYKOBOTO CYCIIIBCTBA 1 IIMBUILHUX MPEICTABHUKIB;

—IepEeKOHATHUCS, M0 B CTpaTerii OepeThCcs MO yBAarM BXKE BHKOHAHA pPOOOTa 3 TMINBUINCHHS PIBHS
Oe3neKu HaIllOHAJBHHUX 1 €BPONEUCHKHUX iH(opMamiifHuX cucteM. HeoOXimHO YHUKATH JyONFOBaHHS 3aXOiB i
cokycyBaTHCs Ha HOBUX IpoOiieMax;

— CHIBMPAIIOBATH 3 IHIIMMHU KpaiHaMU, 110 BXOJSATh B €BPOCOI03, a TAKOXK 3 KOMici€to €Bpocoro3y, mod
rapaHTyBaTu y3ro/KEeHHI XapakTep KibepOesneku;

—IATpUMATH KOMicito €Bpocoto3y B cripaBi ctBopeHHs Crparerii Oe3neku [HTepHeTy.

YV cepeaHbOCTPOKOBIN MEPCIEKTHBI:

® JIOMOBHTHCS ITPO 3arajbHONPUIHATE TIAyMadeHHI TEPMiHY «KibepOe3rneka» i TOTo, o0 B MoJaIIbIIIo-
My C(OPMYITIOBATH 3aTalbHy METY ISl BChOTO €BPOCOIO3Y;

® [IePEKOHATHCS, 1110 CTpaTeTii KibepOe3nekn €Bpocoro3y 1 HOTo WISHIB HE CyIepedarh MiIsM Mi>KHApOI-
HOTO CIiBTOBApUCTBA, a MiATPUMYIOTH O0pOTHOY 3 MpobiemMamMu KibepOesneku Ha I100albHOMY PiBHI;

® sl peajizalii crpareriii KidepOe3neKr MPUBATHUMA 1 JepKaBHUN CEKTOpH TMOBUHHI TICHO CHIiBIpa-
mroBaTy. CriBrpallsi IOBUHHA 31MCHIOBAaTHCS 3a JOIOMOTOI0 OOMiHY iH(OpMAaLi€lo, IepeIOBUMH MPAKTHKAMU
(HampukInaza, B cdepi ynpaBIiHHS IHIUJICHTAMH), & TAKO)K HABYaHHSMHU Ha HAIIOHAJIILHOMY Ta €BPOICHCHKOMY
piBHsx [7, c. 8].

Haii6inbIn nepcrneKTHBHUMHA HalpsiMaMH PO3BHTKY HAIlIOHAJILHOI CUCTEMH KiOep3axucTy, Ha ChOTOMIHI,
BBa)KAEMO: BJJOCKOHAJICHHSI TPABOBOI OCHOBHU KiOEp3aXUCTy 00’ €KTIB KPUTUYHOI iHOPACTPYKTYPH; BIPOBAKEH-
HSl CHCTEMH HE3aJIe)KHOTO aynuTy iH(popMaIiitHoi Oe3nekn Ha 00’ €KTax KPUTHYHOI iHQpacTpyKTypH; CTBOPCHHS
rajly3eBUX LIEHTPIB pearyBaHHs Ha KiOepiHIMIEHTH; PO3BUTOK MIXXHAPOJHOTO CIIBPOOITHULITBA Yy cdepi 3a0e3-
MedeHHs KidepOe3neKy; pO3BUTOK CHCTEMH MIJITOTOBKH KalpiB y cdepi kibepOesneku; MmiABUIIESHHS THUPPOBOT
TPaMOTHOCTI TPOMA/ISH.
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